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Introduction

Paper and presentation outline

TOWARDS QUANTUM-RESISTANT CRYPTOSYSTEMS FROM SUPERSINGULAR

ELLIPTIC CURVE ISOGENIES

LUCA DE FEO, DAVID JAO, AND JEROME PLUT

ABSTRACT. We present new candidates for quantum-resistant public-key cryptosystems based on the con-
jectured difficulty of finding isogenies between supersingular elliptic curves. The main technical idea in our
scheme is that we transmit the images of torsion bases under the isogeny in order to allow the parties to
construct a shared commutative square despite the noncommutativity of the endomorphism ring. Our work
is motivated by the recent development of a subexponential-time quantum algorithm for constructing iso-
genies between ordinary elliptic curves. In the supersingular case, by contrast, the fastest known quantum
attack remains ial, since the ivity of the ism ring means that the approach
used in the ordinary case does not apply. We give a precise formulation of the necessary computational
assumptions along with a discussion of their validity, and prove the security of our protocols under these
assumptions. In addition, we present implementation results showing that our protocols are multiple orders
of magnitude faster than previous isogeny-based cryptosystems over ordinary curves.

This paper is an extended version of [19]. We add a new zero-knowledge identification scheme, and
detailed security proofs for the protocols. We also present a new, asymptotically faster, algorithm for key
generation, a thorough study of its optimization, and new experimental data.

Keywords: elliptic curves, isogenies, stant public-key

m Public—key cryptosystem based on supersingular curves
m Zero—knowledge proof of identity
m Key exchange
m Public—key encription
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Introduction

Paper [1] and presentation outline

Minima on elliptic curves
= Group structure
= |sogenies
m Supersingular elliptic curves

Cryptosystem
m Zero—knowledge proof of identity
m Key exchange
m Public—key encryption

Security and complexity
m Computing isogenies
m Security
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Minima on elliptic curves
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Ellipti rvi TECNICO
ptic curves FEChICS

An elliptic curve E over a field k is a smooth projective curve (defined on k)
with genus 1 and a distinguished k—rational point.
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ptic curves rEchIc

An elliptic curve E over a field k is a smooth projective curve (defined on k)
with genus 1 and a distinguished k—rational point.

m The crucial property of elliptic curves is that is possible to define an
(abelian) group structure on the rational points E(k).

m Indeed, elliptic curves are abelian varieties [2].

m The group law that one defines is indeed algebraic!

July 2022 Instituto Superior Técnico 5/28



Weierstrass equation TECNICO
LISBOA

Theorem

Up to isomorphism, every elliptic curve over k (with char(k) # 2, 3) can be
determined by an affine equation of the form

v’ =2° + Az + B, (1)

where A, B € k and 443 4+ 27B% #£ 0.

July 2022 Instituto Superior Técnico 6/28



Group law for Weierstrass curves W TLll‘ESCé\ggo

Theorem (Bezout)

Let E be an elliptic curve on k; then every line in P?(k) cuts its Weierstrass
curve in exactly three points (counted with multiplicity).

The previous characterization and Bezout’s theorem lead to a natural way to
define the group law:

P+Q+R¥ 0. @)

1 R 2 3 4
Q P

P P

P
Q
Q
P+Q+R=0 P+Q+Q=0 P+Q+0=0 P+P+0=0
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Definition
Consider an elliptic curve E/k defined by

E:y’=2>+Az+ B, ABek.
The quantity
4A3

= 1728 0
J 443 + 2782

is called the j-invariant of F.
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Theorem (Mordell 1922)
The group E(Q) is a finitely generated abelian group. Thus

EQ ~T®Z, 3)

where the torsion subgroup T is a finite abelian group corresponding to the
elements of E(Q) with finite order, while r is the rank of E(Q).
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Structure of E(F),) W TLFSCé\lolgo

Known results

Theorem (Hasse 1933)

The cardinality of E(FF,) on average is p + 1; more precisely

#E(Fp,) =p+1—t, with |t <2p. (4)
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An isogeny is an algebraic morphism ¢ between elliptic curves (on K) that
preserves the point at infinity.
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An isogeny is an algebraic morphism ¢ between elliptic curves (on K) that
preserves the point at infinity.

m What is important in our framework is that an isogeny can be expressed
as a pair of rational functions:

_ (p=,y) r(z,y) :
o(z,y) = (q(a:,y)’ s(w,y))’ with p, 7, q, s € K[z, y].
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The multiplication by m is the map defined as P — [m|P =P +--- + P.

The m-torsion subgroup of a curve F is

Elm] := {P € E(K) : [m]P = O}.
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An elliptic curve E/k, where char k = p, such that
E[p]=0, foralr>1,

is said a supersingular elliptic curve.
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Cryptosystem
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Cryptosystem definition TECNICO
“Ingredients” LISBOA

B FixF, =F,2 withp = 5245 - f £ 1 aprime.
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Cryptosystem definition TECNICO
“Ingredients” LISBOA

B FixF, =F,2 withp = 5245 - f £ 1 aprime.

m Construct a supersingular curve E/FF,» with (smooth) cardinality
(A0 - £

= By construction E[¢%*] contains 5" (¢4 + 1) cyclic subgroups of order
05 each defining a different isogeny.
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Zero—knowledge proof of identity W Ifgéudgo

m Peggy knows a cyclic degree ¢ isogeny ¢ : E — E/(S) and wants to
prove Vic that she knows a generator for (S).

m At each iteration she takes a random (R) cyclic group of order ¢3¢ and
computes the diagram:
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Let E/K be an elliptic curve and G < E a finite subgroup. Then, there is a
unique curve (up to isomorphism) £’ and a separable isogeny ¢ such that

¢:E—E = E/G, ker¢p=F". (5)
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Vélu’s formulas TECNICO
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Given a subgroup, it is possible to construct the correspondent isogeny.

m Suppose E/K is y*> = 2 + ax 4+ b and #G = [ an odd prime.
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Given a subgroup, it is possible to construct the correspondent isogeny.
m Suppose E/K is y*> = 2 + ax 4+ b and #G = [ an odd prime.

m Fora @ = (zq,yq) € G*, define

:3232Q+a, UQ:2y(297 wq = uq +toxg

t:ZtQ, ’LU:Z’LUQ and r:c—:c—i—Z( Yo 2).

Qec~ Qea Qear T xQ (== zq)
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Given a subgroup, it is possible to construct the correspondent isogeny.
m Suppose E/K is y*> = 2 + ax 4+ b and #G = [ an odd prime.

m Fora @ = (zq,yq) € G*, define

:3252Q+a, UQ:2yé7 wq = uq +toxg

t:ZtQ, ’LU:Z’LUQ and r:c—:c—i—Z( Yo 2).

Qec~ Qea Qear T xQ (== zq)

m The isogeny ¢ and its image ¢(F) = E/K are then

¢=(r(z),r'(x)y) and G(E):y° =2’ + (a —5t)z + (b — Tw).
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Zero—knowledge proof of identity W TLll‘EScEl;\ldgo

Secret parameters: A supersingular curve £ defined over F, and a primitive (%*-torsion point S
defining an isogeny ¢ : E — E/(S).
Public parameters: The curves E and E/(S). Generators P, Q of E[(7?] and their images ¢(P), o(Q).
Identification: Repeat m times:
(1) Peggy chooses a random primitive (77 -torsion point R and computes diagram (3).
(2) Peggy sends the curves £y = E/(R) and E> = E/(S, R) to Vic.
(3) Vie selects a random bit b and sends it to Peggy.
(4) If b = 0, Peggy reveals the points R and ¢(R’). Vic accepts if they have order /3% and generate
the kernels of isogenies £ — Ey and E/(S) — Ey, respectively.
(5) If b = 1, Peggy reveals the point ¢(S). Vic accepts if it has order £* and generates the kernel
of an isogeny E; — Es.

Figure: ZN protocol
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A B
Input: A, B,sID Input: B
ma,na g LIGL mp,np €Er L/IPFL
ba = Eo/([malPa + [na]Qa) ép = Eo/([mp|Pp + [np]Qp)
AsID
ba(Pg),
$a(@B),
Ea
—
BsID
98(Pa),
¢B(Qa).
B
Eap:= Epa =
Ep/(malos(Pa)+Inalés(@Qa) E 4 /(ims)éa(Pe)+IngléA(Qe)
Output: j(Espg),sID Output: j(Epa),sID

Figure: Key exchange protocol.
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Setup: Choose p = (52 ¢5F - f £ 1, Eo, {Pa,Qa} and { Pz, @} as before.
Let H a hash function family with indexes in a finite set K, i.e.

Hy, :sz —){O, 1}“, Vk € K.

Key generation: Choose ma,na €r Z/{5*Z not both divisible by £4. Then

Public key = (EA7¢A(PB),¢A(QB)7]€), with & er K,

Private key = (ma,na, k).
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Encryption: Given a public key (E4, ¢4(Pg), $4(@B), k) and a message
m € {0,1}*, choose mgz,np €r Z/{5FZ and compute

h = Hy(j(EaB)), c=ho®m.

Cyphertext = (Ep, ¢5(Pa), ¢5(Q4a), ).

Decryption: Given a cyphertext (Eg, ¢5(Pa),»5(Q4),c) and a private key
(ma,na, k), compute the j-invariant j(E4g) and set

h = Hy(j(EaB)), m=h®c

Plaintext = m.
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Security and complexity
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How Alice and Bob can compute and evaluate an isogeny ¢ : E — E/(R) ?
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How Alice and Bob can compute and evaluate an isogeny ¢ : E — E/(R) ?

m Since deg ¢ = £° is smooth we can write a chain of ¢-isogenies:
¢ = Pe—10---0 o,
where Ey := E, Ry := R, and
¢i: B; — Eiy1 = E;/({°""'Ry)
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Computing smooth degree isogenies W TEcNIC

How Alice and Bob can compute and evaluate an isogeny ¢ : E — E/(R) ?

m Since deg ¢ = £° is smooth we can write a chain of ¢-isogenies:
¢ = Pe—10---0 o,
where Ey := E, Ry := R, and
¢i: B; — Eiy1 = E;/({°""'Ry)

m This suggested a strategy with quadratic complexity in e.
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Definition

An (-isogeny graph G, is a graph that has elliptic curves over IF, (up to
isomorphism) as vertices. Two nodes E and E’ are connected if there exists
an (-degree isogeny from £ to E’.
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Isogeny graphs of supersingular elliptic curves W IFSCéu(jlgo

If we consider only supersingular elliptic curves
m there is a finite number (= p/12) of isomorphism classes, i.e. of vertices.

m All supersingular elliptic curves belong to the same isogeny class, i.e.
the graph is connected.

m In an isogeny graph of elliptic curves a random walk quickly reach an
(almost) uniform distribution over the vertices.
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E E/(P> Our protocol is based on this
commutative diagram, where ¢
and ¢ are essentially random

‘ walks in the graphs of
isogenies of degree ¢4 and /p.

E/(Q) — E/(P.Q)

m The hardness of finding a path connecting two verteces in a graph of
supersingular isogenies is the core of SIDH security.
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