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Introduction
Paper [1] and presentation outline

1 Minima on elliptic curves
Group structure
Isogenies
Supersingular elliptic curves

2 Cryptosystem
Zero–knowledge proof of identity
Key exchange
Public–key encryption

3 Security and complexity
Computing isogenies
Security

July 2022 Instituto Superior Técnico 3 / 28



Minima on elliptic curves
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Elliptic curves

Definition

An elliptic curve E over a field k is a smooth projective curve (defined on k)
with genus 1 and a distinguished k–rational point.

The crucial property of elliptic curves is that is possible to define an
(abelian) group structure on the rational points E(k).

Indeed, elliptic curves are abelian varieties [2].

The group law that one defines is indeed algebraic!

July 2022 Instituto Superior Técnico 5 / 28
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Weierstrass equation

Theorem

Up to isomorphism, every elliptic curve over k (with char(k) ̸= 2, 3) can be
determined by an affine equation of the form

y2 = x3 +Ax+B, (1)

where A,B ∈ k and 4A3 + 27B2 ̸= 0.
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Group law for Weierstrass curves

Theorem (Bezout)

Let E be an elliptic curve on k; then every line in P 2(k̄) cuts its Weierstrass
curve in exactly three points (counted with multiplicity).

The previous characterization and Bezout’s theorem lead to a natural way to
define the group law:

P +Q+R
def
= O. (2)
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j-invariant

Definition

Consider an elliptic curve E/k defined by

E : y2 = x3 +Ax+B, A,B ∈ k.

The quantity

j = 1728
4A3

4A3 + 27B2

is called the j-invariant of E.
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Structure of E(Q)
Known results

Theorem (Mordell 1922)

The group E(Q) is a finitely generated abelian group. Thus

E(Q) ≃ T ⊕ Zr, (3)

where the torsion subgroup T is a finite abelian group corresponding to the
elements of E(Q) with finite order, while r is the rank of E(Q).
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Structure of E(Fp)
Known results

Theorem (Hasse 1933)

The cardinality of E(Fp) on average is p+ 1; more precisely

#E(Fp) = p+ 1− t, with |t| ≤ 2
√
p. (4)
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Isogenies

Definition

An isogeny is an algebraic morphism ϕ between elliptic curves (on K) that
preserves the point at infinity.

What is important in our framework is that an isogeny can be expressed
as a pair of rational functions:

ϕ(x, y) =

(
p(x, y)

q(x, y)
,
r(x, y)

s(x, y)

)
, with p, r, q, s ∈ K[x, y].
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Example of isogeny
Multiplication by m

The multiplication by m is the map defined as P 7→ [m]P = P + · · ·+ P .

Definition

The m-torsion subgroup of a curve E is

E[m] := {P ∈ E(K) : [m]P = O}.
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Supersingular elliptic curves

Definition

An elliptic curve E/k, where char k = p, such that

E[pr] = 0, for all r ≥ 1,

is said a supersingular elliptic curve.
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Cryptosystem
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Cryptosystem definition
”Ingredients”

Fix Fq = Fp2 with p = ℓeAA ℓeBB · f ± 1 a prime.

Construct a supersingular curve E/Fp2 with (smooth) cardinality
(ℓeAA ℓeBB · f)2.

By construction E[ℓeAA ] contains ℓea−1
A (ℓA + 1) cyclic subgroups of order

ℓeAA each defining a different isogeny.
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Zero–knowledge proof of identity

Peggy knows a cyclic degree ℓeAA isogeny ϕ : E → E/⟨S⟩ and wants to
prove Vic that she knows a generator for ⟨S⟩.

At each iteration she takes a random ⟨R⟩ cyclic group of order ℓeBB and
computes the diagram:
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Theorem

Let E/K be an elliptic curve and G < E a finite subgroup. Then, there is a
unique curve (up to isomorphism) E′ and a separable isogeny ϕ such that

ϕ : E → E′ =: E/G, kerϕ = E′. (5)
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Vélu’s formulas

Given a subgroup, it is possible to construct the correspondent isogeny.

Suppose E/K is y2 = x3 + ax+ b and #G = l an odd prime.

For a Q = (xQ, yQ) ∈ G∗, define

tQ = 3x2Q + a, uQ = 2y2Q, wQ = uQ + tQxQ

t =
∑

Q∈G∗

tQ, w =
∑

Q∈G∗

wQ and r(x) = x+
∑

Q∈G∗

( tQ
x− xQ

+
uQ

(x− xQ)2

)
.

The isogeny ϕ and its image ϕ(E) = E/K are then

ϕ = (r(x), r′(x)y) and ϕ(E) : y2 = x3 + (a− 5t)x+ (b− 7w).
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Zero–knowledge proof of identity

Figure: ZN protocol
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Key exchange

Figure: Key exchange protocol.
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Public–key encryption

Setup: Choose p = ℓeAA ℓeBB · f ± 1, E0, {PA, QA} and {PB , QB} as before.
Let H a hash function family with indexes in a finite set K, i.e.

Hk : Fp2 → {0, 1}ω, ∀k ∈ K.

Key generation: Choose mA, nA ∈R Z/ℓeAA Z not both divisible by ℓA. Then

Public key = (EA, ϕA(PB), ϕA(QB), k), with k ∈R K,

Private key = (mA, nA, k).
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Public–key encryption

Encryption: Given a public key (EA, ϕA(PB), ϕA(QB), k) and a message
m ∈ {0, 1}ω, choose mB , nB ∈R Z/ℓeBA Z and compute

h = Hk(j(EAB)), c = h⊕m.

Cyphertext = (EB , ϕB(PA), ϕB(QA), c).

Decryption: Given a cyphertext (EB , ϕB(PA), ϕB(QA), c) and a private key
(mA, nA, k), compute the j-invariant j(EAB) and set

h = Hk(j(EAB)), m = h⊕ c.

Plaintext = m.
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Security and complexity
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Computing smooth degree isogenies

How Alice and Bob can compute and evaluate an isogeny ϕ : E → E/⟨R⟩ ?

Since deg ϕ = ℓe is smooth we can write a chain of ℓ-isogenies:

ϕ = ϕe−1 ◦ · · · ◦ ϕ0,

where E0 := E, R0 := R, and

ϕi : Ei → Ei+1 := Ei/⟨ℓe−i−1Ri⟩

with Ri+1 := ϕi(Ri).

This suggested a strategy with quadratic complexity in e.
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Isogeny graphs

Definition

An ℓ-isogeny graph Gℓ is a graph that has elliptic curves over Fq (up to
isomorphism) as vertices. Two nodes E and E′ are connected if there exists
an ℓ-degree isogeny from E to E′.
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Isogeny graphs of supersingular elliptic curves

If we consider only supersingular elliptic curves

there is a finite number (≈ p/12) of isomorphism classes, i.e. of vertices.

All supersingular elliptic curves belong to the same isogeny class, i.e.
the graph is connected.

In an isogeny graph of elliptic curves a random walk quickly reach an
(almost) uniform distribution over the vertices.
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Security

Our protocol is based on this
commutative diagram, where ϕ
and ψ are essentially random
walks in the graphs of
isogenies of degree ℓA and ℓB .

The hardness of finding a path connecting two verteces in a graph of
supersingular isogenies is the core of SIDH security.
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